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TecNote 1118 — Verify Purdue Data on Controllers

File Transfer Protocols In-Use
This tecnote will describe the transferring files from a Trafficware Linux based CPU or controller.
The agency will choose between the Secure Copy Protocol (SCP) or the File Transfer Protocol (FTP) based on

the Linux engine board. SCP is used for Version 6 or later versions while FTP is used for Version 5 boards. In
addition, FTP can be used with any 2070-1B or 2070-1E CPU board that utilizes the OS9 operating system.

Features of Version 6 board

e Usedina 2070-1C CPU board, 980 ATC or a Commander
e with a blue capacitor on the board
o with Secure Digital (SD) card holder
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Features of Version 5 board

e Usedina 2070-1C CPU board, 980 ATC or a Commander
o with Secure Digital (SD) card holder
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Features of OS9 board
e Usedina 2070-1B or a 2070-1E CPU board

There are mainly two ways to access controller file folders: one is to use FTP/SCP applications, the other is to

use windows Command Prompt Commands (CMD). This document introduces the first approach, and take
WIinSCP as one of the FTP/SCP application example.

Step 1. Get WIinSCP Application

Google search WinSCP, get a download page, and download the application. One WinSCP download link is:
https://winscp.net/eng/download.php

Step 2. Install WinSCP Local Folder

The program’s executable files will be installed, by default, under the local C drive as shown below.
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» ThisPC » 0O5(C) » Program Files (x38)

S

Mame
EE
N WinsCP
» ThisPC » O5(C) » Program Files (x86) » WinSCP
Mame a Date modified
EE
de Extensions 37872021 11:16 AM
_ PuTTY 3872021 11:16 AM
IFile Translations 3/8/2021 11:16 AM
roller %] DragExt6d.dll 1/26/2021 2:08 PM
Qf licensetxt 1/26/2021 1:03 PM
[ uninsD0O.dat 3/8/2021 11:16 AM
e E!;' unins000.exe 37872021 11:16 AM
notes B4 unins000.msg 3/8/2021 11:16 AM
(5= WinSCP.com 1/26/2021 2:07 PM
&WinSCF‘.exe 1/26/2021 2:07 PM
|| WinSCP.rmap 1/26/2021 2:06 PM
e [ WinSCPnet.dll 1/26/2027 2:07 PM

Step 3. Install WinSCP to Agency’s Internal Network (if needed)

If internet access is enabled and it is applicable to install applications on the agency’s platform, either server or

applications, you can follow Step 1-2 on the agency’s platform.

If internet access or installing an open-source application is inapplicable, please follow Step 4 below.

Step 4. Move WInSCP File Folder to Agency’s Platform.

(1) Local folder access should be enabled on the agency’s platform for this step.
(2) Locate or create the WinSCP executable folder on tje local folder via the agency’s platform.

(3) Copy the WInSCP executive folder to the agency’s platform.
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u Kenfpp Desktop (2) - Desktop Viewer

@'u"l

ATMS Client Organize = MNew folder
App

I Favorites

4 Downloads

=il Recent Places

Bl Desktop

- Libraries

5| Documents
@' Music

k= Pictures

E Videos

1 Computer
&, Local Disk (C:)
s DATA (G:) (1 )
9 APPS (X))

—a Local Disk (C: on PEUIA_DELL)
—a Local Disk (D: on PEUTA_DELL)

€l Network

42 items

Win5SCP

v Computer » Local Disk (C: on PEUIA_DELL) » Program Files (x86) »

(2)

Narmne

WinSCP |

WindowsPowerShell

‘Windows Portable Devices
Windows Photo Viewer
Windows NT

Windows Multimedia Platform
Windows Media Player
Windows Mail

Windows Defender
Trafficware

TeamViewer

Teams Installer

Sophos

Reference Assemblies

Realtek

NVIDIA Corporation

M5Build

Microsoft.NET

Microsoft Visual Studio NET 2003

Microsoft SQL Server Management Studi..

Microsoft SQL Server Compact Edition
Microsoft SQL Server
Microsoft OneDrive

Micrasoft Heln Viewer

Use WiInSCP to Connect L ocal Controller

Date modified

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Eile folder

After Step 1-4, WinSCP is ready to be used on the agency’s platform to access controller files. Make sure
agency IT has turned on Port 22 for SCP protocol and Port #21 for FTP protocol prior to connect local
controllers.

Step 5. Connect to Controllers
The WinSCP will automatically show file folder of the platform on the left side of its main window.

(1) Add a new session to connect local controller. Each controller has its own session.

(2) Then a new window will pop up to configure connections to a local controller.

(3) Choose the right protocol type, host name, port number, user name and password (please check
following sessions for FTP or SCP connections specifically.)

(4) Click the Login button to connect the controller.
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By winscp (=@ [=]
Local Mark Files Commands Session Options Remote Help
{8 5 Queue - Transfer Settings Default - i
||;; Newseson | (1) add a session per each controller
£ My documents = 5~ 7] - ma % Fa

£ New -
ChUsers\tgerrity\ Documentsh,

MName = Size Type Changed Mame = Size Changed Rights Owner
& . Parent directory 2/10/2021 11:37:31 AM
Custom Office Templ... File folder 4/20/2020 11:26:08 AM H o §
Remote Assistance Lo... File folder 11/7/2014 10-19:56 AM [ Login (2) A new window Pop up to define = o]
B:101.csv 14 KB Microsoft Excel C...  8/31/2020 11:23:11 AM = 1 + .
[ Mew Site l%?'
B5]02-0ccupancy.csv 1SKB Microsoft Excel C..  8/31/2020 11:29:34 AM & nens= LNE CONNECTION - focal controlle_r
[ root@10.235.41.134 File protocol: Encryption:
(78 Desktop.Ink 1KB Shortcut 1/12/2021 10:57:09 AM _FI'P _N =
B Device List View.xls 134KB  Microsoft Excel 97...  2/10/2021 11:37:31 AM < SRV
| FieldAlarmReport.csv 842 KB Microsoft Excel C...  8/31/2020 10:57:17 AM Host name: Port number:
B:|FieldAlarmReport-tig... 115KE  Microsoft Excel C...  8/31/2020 12:25:18 PM 10.235.41,194 71
4| Recent Alarms.xls 156 KB Microsoft Excel 97...  2/6/2019 10:58:39 AM
User name: Password:
root

Edit Advanced...

| Tools V] ‘ Manage VJ Lugin |V] | Close ‘ | Help |

0Bofl.24 MBin0 of9 5 hidden

Not connected.

Connect Controllers via SCP on WinSCP

e File Protocol = SCP

e Host name = IP of local controller

e Port number = 22, make sure the agency has turned this port on

e Username and password: please contact the Trafficware Support Team or the agency if they have
dedicated ones.
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i Pew Sike Session
SPM Checking File protocal:
& root@10.125.2,5 |scp
& root@10.125.2.5
& root@10.128.2.11 % Host name: Port number:
] root@10,128.2.18 |1|J A | =
& root@10.125.2.59 e
Uset narne: Passward:
raak
Tools V| | Manage hd Login IV| | Clase | | Help

Connect Controllers via FTP on WinSCP

e File Protocol = FTP

e Host name = IP of local controller
e Port number = 21, make sure the agency has turned this port on
e Username and password: please contact the Trafficware Support Team or the agency if they have

dedicated ones.

G New Site

[ 5PM Checking

& root@10.128.2.5|
[ root@10.128.2.8
& root@10.128.2.11
I root@10.128.2.18
& root@10.128,2.59

Session
File protocal:

[FTP

Host name:

l10.128.2.5

User name:

|roct
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Once connected to the local controller, file folders of the local controller will show on the right side of WinSCP

main window. If it does not show the main folders under root, either by clicking the “three dot” button or
choose the root folder under the dropdown menu, as shown below.

B / - root@10.235.41.194 - WinSCP [=n EcR—"
Local Mark Files Commands Session Options Remote Help
B 52 £3 Synchronize Bl @ [ & | B Queue - Transfer Settings Default - i@~
| = root@1023541194 X |G New Session |
| My documents - § - E - m e -DD ./ <root> @ - E - = m e El Find Files QD
5 New ~ |§ Download - * é Properties | [ New -
Ch\Users\tgerrity\Documents), !
MName - Size Type Changed Mame = Size  Changed Rights Owner n
o .. Parent directory 2/10/2021 11:37:31 AM & .
. Custom Office Templ... File folder 4/20/2020 11:26:09 AM . bin 8/12/2015 TWXF-X-X 0
! Remote Assistance Lo.., File folder 11/7/2014 10:1%:56 AM J boot 1/1/2010 TWXTWXT-X 1000
B2 0L.csv 14 KB  Microsoft Excel C...  8/31/2020 11:29:11 AM ) dev 1/1/2010 TWHIWHI-X 1000
£:]02-occupancy.csv 15KB Microsoft Excel ... 8/31/2020 11:29:34 AM J etc 1/1/2010 TWXTWHI-X 1000
[#8 Desktop.Ink 1KB Shortcut 1/12/2021 10:57:09 AM =) f0 3/22/2016 PWHTWHIWK 0
& Device List View.xls 134 KB Microsoft Excel 97...  2/10/2021 11:37:31 AM home 8/9/2007 TWXIWST-X 0
£:| FieldAlarmReport.csv 842 KB Microsoft Excel C...  8/31/2020 10:57:17 AM L lib 1/11/2018 TWXTWXT-X 1000
£ | FieldAlarmReport-tig... 115KB  Microsoft Excel C...  §/31/2020 12:25:18 PM ! lost+found 3/22/2016 WK 0
| Recent Alarmsaxls 156 KB Microsoft Excel 97...  2/6/2019 10:58:39 AM . media 1/1/2010 TWXTWHI-X 1000 =
t 871272015 TWF-XT-X 0
; 2/23/2021 10:12 AM TWXF-XT-X 0
. proc 1/1/1970 T-XI-¥r-X 0
] 4/2/2021 7:45 PM TWXF-XT-X 0
| root 8/9/2007 TWKF-XT-X 0
. shin 8/12/2015 TWF-XT-X 0
Jsrv 8/9/2007 PWHF-KF-X 0
J sys 1/1/1970 TWXF-X-X 0
J tmp 2/23/202110:26 AM st 0
ushdiskl 8/12/2015 PWXF-Xr-X 0 A
. ushdisk2 8/12/2015 TWF-XT-X 0
. usr 8/12/2015 TWHF-K-X 0
i DI FWA ANE ARA memem sem e n o
0Bof124 MBin0 of 8 5 hidden 0B of0Bin0of23
FTP 0:01:50
Purdue files are installed under the following location in the controller:
e For Trafficware board: root/opt/logs
e For MaCain board: root/atc/logs
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By

i§ Trafficware

Local Mark Files Commands 3Session Options Remote Help
= 6 ynchronize g S Queue - ransfer Settings Default
Synch 5] ) st Transfer Settings Defaul

& root@10.128.2.8| & root@10.128.2.11 | Mew Session

logs - root@10,128.2.11 - WinSCP

FEmie-” logs =T EE I
» » B Mew -
CihADocuments foptflogs/
Mame N Size  Changed Rights Orner
£ . i 8/4/2020 POVKE-XE-X root
| Adative Databases 8-1.. || TRAF_D0011_2021_03_31_2000.dat TKE  3/31/2021 815 PM Pi-p--t-- root
. Purdue Files | TRAF_D0011_2021_03_31_2015.dat TKE  3/31/2021 8:30PM Pi-p--t-- root
. 30L Server Managem.., | TRAF_Q0011_2021_03_31_2030.dat KB 3/31/2021 845 PM Py-t--p-- root
L sqlcan | TRAF_D0011_2027_03_31_2045.dat OKE 373142021 200 PM Pi-p--t-- root
S Misual Studio 2010 | TRAF_00011_2021_03_31_2100.dat OKE 33142021 915 PM Pi-p--t-- root
SMaolurnes L TRAF_00011_2021_03_31_2115.dat TKE 33172021 230 PM -t~ root
L WPArnoldQueuelurmp L TRAF_00011_2021_03_31_2130.dat TEB  3/31/2021 2:45 PM Pi-t--t-- raot
| Chatbdt L TRAF_00011_2027_03_31_2145.dat GKE 373172021 10:00 PR -t~ root
EereatePubhcatlon.sql O] | TRAF_00011_2021_03_31_2200.dat AKB 33720211075 PM Pr-p=-f-- root
L Mew file L TRAF_00011_2021_03_31_2215.dat 4KB 33172027 10:30 PM rg-p--p-- root
2y NewSubscription.sql L TRAF_D0011_2021_03_31_2230.dat 4KB 37312021 10:45 PM Fg-p--p-- raat
L TRAF_00011_2020 02 _... | TRAF_DOO11_2021_03_31_2245.dat TKB 373172021 11:00 PM root
| TRAF_D0O11_2021_03_31_2300.dat TKB 33172021 11:15 PM rg-r--r-- root
|| TRAF_D0011_2021_03_31_2315.dat TKB 33172021 11:30 PM rg-r--r-- root
|| TRAF_D0011_2021_03_31_2330.dat IKE 373172021 17:45 PM rog-r--r-- root
|| TRAF_D0011_2021_03_31_2345.dat 2EE 47172021 12:00 A0 Pi-p--t-- root
| TRAF_D0011_2021_04_01_0000.dat 2KE 47172021 12:15 &b Pi-p--t-- root
| TRAF_D0011_2021_04_01_0015.dat 2EE 47172021 12:30 A0 Pi-p--t-- root
| TRAF_D0011_2027_04_01_0030.dat IKE 47172021 12:45 Ah Pi-p--t-- root
L TRAF_00011_2027_04_01_0045.dat TKE 47172021 1:00 &r Pi-p--t-- root
| TRAF_00011_2021_04_01_0100.dat 2KE 47172021 1115 & -t~ root
L TRAF_00011_2027_04_01_0115.dat TKE 47172021 1:30 &r -t~ root

TAAT AAATA AN Aa A A doL

awn

AT AT 1aE A

This document provides an easy way to transfer files from a controller to your PC or laptop by using WinSCP.
Via Win SCP, the agency can gather High Resolution (Purdue) data files on controllers based on the FTP or
SCP protocol respectively. Please refer to TechNote 1109 for further information on High Resolution (Purdue)

data.
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